THE LATEST DEVELOPMENTS IN COMBATING
ONLINE SEX TRAFFICKING

HEARING

BEFORE THE

SUBCOMMITTEE ON COMMUNICATIONS AND
TECHNOLOGY

OF THE

COMMITTEE ON ENERGY AND
COMMERCE
HOUSE OF REPRESENTATIVES

ONE HUNDRED FIFTEENTH CONGRESS
FIRST SESSION

NOVEMBER 30, 2017

Serial No. 115-84

&R

Printed for the use of the Committee on Energy and Commerce

energycommerce.house.gov

U.S. GOVERNMENT PUBLISHING OFFICE
28-792 PDF WASHINGTON : 2018

For sale by the Superintendent of Documents, U.S. Government Publishing Office
Internet: bookstore.gpo.gov Phone: toll free (866) 512—-1800; DC area (202) 512—-1800
Fax: (202) 512-2104 Mail: Stop IDCC, Washington, DC 20402-0001



COMMITTEE ON ENERGY AND COMMERCE

GREG WALDEN, Oregon
Chairman

JOE BARTON, Texas

Vice Chairman
FRED UPTON, Michigan
JOHN SHIMKUS, Illinois
MICHAEL C. BURGESS, Texas
MARSHA BLACKBURN, Tennessee
STEVE SCALISE, Louisiana
ROBERT E. LATTA, Ohio
CATHY McMORRIS RODGERS, Washington
GREGG HARPER, Mississippi
LEONARD LANCE, New Jersey
BRETT GUTHRIE, Kentucky
PETE OLSON, Texas
DAVID B. McKINLEY, West Virginia
ADAM KINZINGER, Illinois
H. MORGAN GRIFFITH, Virginia
GUS M. BILIRAKIS, Florida
BILL JOHNSON, Ohio
BILLY LONG, Missouri
LARRY BUCSHON, Indiana
BILL FLORES, Texas
SUSAN W. BROOKS, Indiana
MARKWAYNE MULLIN, Oklahoma
RICHARD HUDSON, North Carolina
CHRIS COLLINS, New York
KEVIN CRAMER, North Dakota
TIM WALBERG, Michigan
MIMI WALTERS, California
RYAN A. COSTELLO, Pennsylvania
EARL L. “BUDDY” CARTER, Georgia
JEFF DUNCAN, South Carolina

FRANK PALLONE, Jr., New Jersey
Ranking Member

BOBBY L. RUSH, Illinois

ANNA G. ESHOO, California

ELIOT L. ENGEL, New York

GENE GREEN, Texas

DIANA DEGETTE, Colorado

MICHAEL F. DOYLE, Pennsylvania

JANICE D. SCHAKOWSKY, Illinois

G.K. BUTTERFIELD, North Carolina

DORIS O. MATSUI, California

KATHY CASTOR, Florida

JOHN P. SARBANES, Maryland

JERRY McNERNEY, California

PETER WELCH, Vermont

BEN RAY LUJAN, New Mexico

PAUL TONKO, New York

YVETTE D. CLARKE, New York

DAVID LOEBSACK, Iowa

KURT SCHRADER, Oregon

JOSEPH P. KENNEDY, III, Massachusetts

TONY CARDENAS, California

RAUL RUIZ, California

SCOTT H. PETERS, California

DEBBIE DINGELL, Michigan

SUBCOMMITTEE ON COMMUNICATIONS AND TECHNOLOGY

MARSHA BLACKBURN, Tennessee
Chairman

LEONARD LANCE, New Jersey
Vice Chairman

JOHN SHIMKUS, Illinois

STEVE SCALISE, Louisiana

ROBERT E. LATTA, Ohio

BRETT GUTHRIE, Kentucky

PETE OLSON, Texas

ADAM KINZINGER, Illinois

GUS M. BILIRAKIS, Florida

BILL JOHNSON, Ohio

BILLY LONG, Missouri

BILL FLORES, Texas

SUSAN W. BROOKS, Tennessee

CHRIS COLLINS, New York

KEVIN CRAMER, North Dakota

MIMI WALTERS, California

RYAN A. COSTELLO, Pennsylvania

GREG WALDEN, Oregon (ex officio)

MICHAEL F. DOYLE, Pennsylvania
Ranking Member

PETER WELCH, Vermont

YVETTE D. CLARKE, New York

DAVID LOEBSACK, Iowa

RAUL RUIZ, California

DEBBIE DINGELL, Michigan

BOBBY L. RUSH, Illinois

ANNA G. ESHOO, California

ELIOT L. ENGEL, New York

G.K. BUTTERFIELD, North Carolina

DORIS O. MATSUI, California

JERRY McNERNEY, California

FRANK PALLONE, Jr., New Jersey (ex
officio)

(1)



CONTENTS

Hon. Marsha Blackburn, a Representative in Congress from the State of
Tennessee, opening Statement ........ccoccceiviiiiieiiiiiieiiee e
Prepared statement
Hon. Michael F. Doyle, a Representative in Congress from the Commonwealth
of Pennsylvania, opening statement ..........cccccccoveviiiiiiiieiniiieeiniieeeree e
Prepared statement ..........c.ccoccciiieiiiiiiie e
Hon. Susan W. Brooks, a Representative in Congress from the State of
Indiana, opening statement ...........ccccccceveiiiiiiiiiiiiiniieeee e
Hon. Frank Pallone, Jr., a Representative in Congress from the State of
New Jersey, prepared statement ...........ccccoeceeriiiiieniieeiiecectee e
Hon. David B. McKinley, a Representative in Congress from the State of
West Virginia, prepared statement ..........ccccecceieeiiieeiiieeciiee e

WITNESSES

Hon. Ann Wagner, a Representative in Congress from the State of Missouri ...
Prepared Statement ..........coccoociiiiiiiiiieiiee s
Yiota G. Souras, Senior Vice President and General Counsel, National Center
for Missing and Exploited Children ...........cccccocoiieeiiieieiieeecieeeceee e
Prepared Statement .............ccociiiiiiiiiieiie e
Derri Smith, Chief Executive Officer, End Slavery Tennessee ..........cccccevruneenn.
Prepared statement ..........c..occciiieiiiiieiieiee e e
Russ Winkler, Special Agent in Charge, Tennessee Bureau of Investigation ....
Prepared statement ..........ccccoooceivriiiiiiiiiee e
Eric Goldman, Professor, Santa Clara University School of Law
Prepared Statement ..........coccooiiiiiiiiiiiii e

SUBMITTED MATERIAL

H.R. 1865, the Allow States and Victims to Fight Online Sex Trafficking
Act of 2017, submitted by Mrs. Blackburn ........ccccccceevvviiieiieeiiiieeeieeeeeeeeee
Letter of November 27, 2017, from Alexandra F. Levy, University of Notre
Dame Law School, to Mrs. Blackburn and Mr. Doyle, submitted by Mr.
170} 74 L= TSRS UURRRR
Response to Online Sex Trafficking and the Communications Decency Act
hearing, Shared Hope International, et al., October 3, 2017, submitted
by Mrs. BlackbDUrn .....c..ooveiiiiiiiiieiiiiecceecte ettt e e e e se e e
Letter of November 27, 2017, from Shared Hope International, et al., to
Mrs. Blackburn, submitted by Mrs. Blackburn .........ccccceveiieiiiniiiininciieieenee,
Article, “Wyden blocks bill to stop online sex trafficking,” by Rebecca Bender,
The Register-Guard, November 30, 2017, submitted by Mrs. Blackburn .......
Letter of April 3, 2012, from Mrs. Blackburn and Hon. Carolyn B. Maloney
to Larry Page, Chief Executive Officer, Google, Inc., submitted by Mrs.
BIaCKDUITL .ottt et
Letter of November 30. 2017, from Chris Cox, Outside Counsel, NetChoice,
to Mrs. Blackburn and Mr. Doyle, submitted by Mrs. Blackburn ...................
Article, “Congress must stop sex trafficking on the internet,” by Mrs. Black-
burn, The Tennessean, November 29, 2017, submitted by Mrs. Blackburn ...

(I1D)






THE LATEST DEVELOPMENTS IN COMBATING
ONLINE SEX TRAFFICKING

THURSDAY, NOVEMBER 30, 2017

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COMMUNICATIONS AND TECHNOLOGY,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The subcommittee met, pursuant to notice, at 2:22 p.m., in Room
2123, Rayburn House Office Building, Hon. Marsha Blackburn
(chairman of the subcommittee) presiding.

Members present: Representatives Blackburn, Lance, Latta,
Guthrie, Olson, Kinzinger, Bilirakis, Johnson, Long, Flores, Brooks,
Collins, Walters, Costello, Doyle, Welch, Loebsack, Ruiz, Rush,
Eshoo, Engel, Butterfield, Matsui, and McNerney.

Staff present: Jon Adame, Policy Coordinator, Communications
and Technology; Ray Baum, Staff Director; Kelly Collins, Staff As-
sistant; Robin Colwell, Chief Counsel, Communications and Tech-
nology; Sean Farrell, Professional Staff Member, Communications
and Technology; Adam Fromm, Director of Outreach and Coali-
tions; Gene Fullano, Detailee, Communications and Technology;
Elena Hernandez, Press Secretary; Paul Jackson, Professional Staff
Member, Digital Commerce and Consumer Protection; Tim Kurth,
Senior Professional Staff Member, Communications and Tech-
nology; Lauren McCarty, Counsel, Communications and Tech-
nology; Alex Miller, Video Production Aide and Press Assistant;
Evan Viau, Legislative Clerk, Communications and Technology;
Jessica Wilkerson, Professional Staff Member, Oversight and Inves-
tigations; Everett Winnick, Director of Information Technology;
David Goldman, Minority Chief Counsel, Communications and
Technology; Jerry Leverich, Minority Counsel; Dan Miller, Minority
Policy Analyst; and Tim Robinson, Minority Chief Counsel.

Mrs. BLACKBURN. The Subcommittee on Communications and
Technology will now come to order.

I am sorry that we are a few minutes late in beginning, but we
have this thing we have to do around here called votes. And we did
have a vote on the floor and, in the middle of it, a colloquy con-
cerning our schedule.

At this time, I recognize myself for 5 minutes for an opening
statement.
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OPENING STATEMENT OF HON. MARSHA BLACKBURN, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF TEN-
NESSEE

Good afternoon, and a warm welcome to each of our witnesses
who are going to join us today. We are here on what has turned
out to be an absolutely gorgeous day in Washington, DC, but we
are here to talk about a very ugly, sordid subject, and that is online
sex trafficking or, as the name of Ms. Smith’s organization de-
scribes it more bluntly, slavery.

As the stings and headlines continue to proliferate, those who
thought that slavery was something that could never happen in
2017 America have had to confront the terrifying reality that not
only is it happening, it is on the rise. And it is on the rise in large
part because the internet, the technological masterpiece of our
time, has made it much easier to do.

In both the House and the Senate this year, we are facing up to
the challenge with a long-overdue conversation, driving toward ef-
fective action. With this hearing, it is my hope that the Commu-
nications and Technology Subcommittee, with our particular focus,
will add some valuable perspective about exactly what is going
wrong and what is going right on the tech side as the lowest of the
low harness the power of the internet to enslave and exploit our
children.

I am so very pleased that Ms. Smith and Mr. Winkler have been
able to join us today to tell their stories of how Tennessee has been
impacted by this abhorrent crime. Like so many of the districts
that my colleagues represent, our home has been invaded by crimi-
nals luring in vulnerable women and children and forcing them
into a life of sex slavery and unspeakable abuse.

I know that you both share my deep sadness and absolute out-
rage that this 1s happening in our backyard. And I cannot thank
you enough for rescuing the victims, then helping them heal while
seeking justice for their abusers. You are doing a superlative job.

For the fifth year in a row—get this—Tennessee received an A
on its report card in the Protected Innocence Challenge, a com-
prehensive annual study of existing State laws. And this is com-
piled by Shared Hope International. The challenge produces State
report cards that rate how effectively each State responds to the
crime of domestic minor sex trafficking.

After 4 years of straight A’s, Tennessee outdid itself this year by
leading the rankings, number one in the country. What a testimony
to the partnership between Tennessee law enforcement and victim
advocates that you have built and grown together over the years.
We are honored that you are taking time away.

The legislative debate this year has focused on amendments to
section 230 of the Communications Decency Act, which law enforce-
ment has consistently identified as a barrier preventing effective
prosecution of online entities that facilitate trafficking and ade-
quate recourse for trafficking victims.

Today, we welcome my colleague and dear friend, Ann Wagner,
who is leading this charge in the House. I look forward to hearing
her testimony about her efforts to find an effective approach to at-
tack and defeat this problem. She has been a passionate and tire-
less advocate, and I am proud to be a cosponsor of her bill.
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I also want to welcome and we look forward to hearing the con-
cerns and the perspective of Ms. Souras and Mr. Goldman as we
consider next steps. With so many women and children waiting on
us and counting on us, doing nothing is not an option.

[The prepared statement of Mrs. Blackburn follows:]

PREPARED STATEMENT OF HON. MARSHA BLACKBURN

Good afternoon and a warm welcome to all of our witnesses. We have come here
together on this beautiful afternoon to talk about a very ugly subject: online sex
trafficking, or as the name of Ms. Smith’s organization describes it more bluntly,
slavery. As the stings and the headlines continue to proliferate, those who thought
that slavery was something that could never happen in 2017 America, have had to
confront the terrifying reality that not only is it happening, it is on the rise. And
it is on the rise in large part because the Internet, the technological masterpiece
of our time, has made it much, much easier to do. In both the House and the Senate
this year, we are facing up to the challenge with a long overdue conversation driving
toward effective action. With this hearing, it is my hope that the Communications
and Technology Subcommittee, with our particular focus, will add some valuable
perspective about exactly what is going wrong and what is going right on the tech
side as the lowest of the low harness the power of the Internet to enslave and ex-
ploit our children.

I am so very pleased that Ms. Smith and Mr. Winkle have been able to join us
today to tell their stories of how Tennessee has been impacted by this abhorrent
crime. Like so many of the districts that my colleagues here represent, our home
has been invaded by criminals luring in vulnerable women and children, and forcing
them into a life of sex slavery and unspeakable abuse. I know that you both share
my deep sadness and outrage that this is happening in our own backyard, and I
cannot thank you enough for rescuing these victims, then helping them heal while
seeking justice for the abusers. You are truly doing the Lord’s work.

And you are doing a superlative job of it. For the fifth year in a row, Tennessee
received an “A” on its report card in the Protected Innocence Challenge, a com-
prehensive annual study of existing State laws conducted by Shared Hope Inter-
national. The challenge produces State report cards that rate how effectively each
State responds to the crime of domestic minor sex trafficking. After four years of
straight A’s, Tennessee outdid itself this year by leading the rankings, #1 in the
country. What a testimony to the partnership between Tennessee law enforcement
and victim advocates that you have built and grown together over the years. We
are honored that you would take time away from your important work to give us
the latest perspective from the front lines.

The legislative debate this year has focused on amendments to section 230 of the
Communications Decency Act, which law enforcement has consistently identified as
a barrier preventing effective prosecution of online entities that facilitate trafficking,
and adequate recourse for trafficking victims. Today we welcome my colleague and
dear friend Mrs. Wagner, who has led the charge in the House. I look forward to
hearing her testimony about her efforts to find an effective approach to attack this
problem we are all facing. She has been a passionate and tireless advocate, and I
am proud to be a cosponsor of her bill. And I also look forward to hearing the per-
spectives and concerns of Ms. Souras and Mr. Goldman as we consider our next
step. With so many women and children waiting on us and counting on us, standing
still is not an option.

Mrs. BLACKBURN. At this time, I yield back my time, and I recog-
nize Mr. Doyle for 5 minutes.

OPENING STATEMENT OF HON. MICHAEL F. DOYLE, A REP-
RESENTATIVE IN CONGRESS FROM THE COMMONWEALTH
OF PENNSYLVANIA

Mr. DoYLE. Thank you, Madam Chair, for holding this important
hearing.

And thank you to the witnesses for appearing before us today.
Human trafficking in all its forms and, in particular, sexual traf-
ficking of children and adults is an abhorrent crime. I want to
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thank the witnesses here today from End Slavery Tennessee, the
National Center for Missing and Exploited Children, and the Ten-
nessee Bureau of Investigation. This is hard work that you all do,
and I know that it carries a heavy burden. For my part, I want to
thank you for your efforts and the efforts of your organizations. Be
assured this is an issue of great concern to all of us.

I also want to thank Representative Wagner for testifying before
us today. I understand that this is an issue that you have been
working on for some time and that the SAVE Act that you wrote,
and which has become law, is starting to be used to combat online
sex trafficking.

I also understand that, in reference to the bill before us today,
you are working with Chairman Goodlatte on an amendment in the
nature of a substitute to your bill and hope that it will be marked
up in the Judiciary Committee. I am hopeful that you will be able
to move your amended bill out of committee and before the full
House for a vote.

I also want to acknowledge the good work being done by Sen-
ators McCaskill and Portman and the Senate’s Permanent Sub-
committee on Investigations in the investigation and report they
released on Backpage.com. This report is truly frightening. The re-
port alleges that Backpage knowingly facilitated child sex traf-
ficking.

I am deeply concerned about emails sent by Backpage modera-
tors seeking to limit the number of ads they were reporting to
NCMEC on a monthly basis. In addition, according to the report,
Backpage repeatedly edited and altered ads by deleting words,
phrases, and images that would indicate child sex trafficking with-
out reporting those ads to NCMEC or other authorities. Again, ac-
cording to this report, these edits were done for the express pur-
pose of concealing the illegal nature of these activities.

Backpage went so far as to deploy software that automatically
deleted terms from ads before publication, words such as “AMBER
Alert,” “rape,” “young,” and “fresh.” This filter was apparently de-
ployed for the purpose of concealing the true nature of the trans-
actions that were occurring on the site.

The report goes on to say that, by Backpage’s own internal esti-
mates, they were editing between 70 to 80 percent of the ads in the
adult section of their site.

Backpage would go on to start rejecting ads that contained these
words, but then they would do so with a popup that would include
explicit instructions for advertisers as to what the offending word
or phrase was and how they could repost their ad to get around
Backpage’s filters.

Backpage used similar techniques when advertisers posted ads
identifying people as under 18, simply instructing users to change
the posted age in order for the ad to be posted.

To my mind, this report indicates a vast criminal enterprise. I
am heartened by reports that there are potentially multiple Fed-
eral investigations using insights from the Senate report and an
impaneled grand jury. My hope is that justice can be done.

Madam Chair, I thank you for this hearing, and I yield back.

[The prepared statement of Mr. Doyle follows:]
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PREPARED STATEMENT OF HON. MICHAEL F. DOYLE

Thank you madam chairman for holding this important hearing, and thank you
to the witnesses for appearing before us today.

Human trafficking in all its forms—and in particular sexual trafficking of children
and adults—is an abhorrent crime. I want to thank the witnesses here today from
End Slavery Tennessee, the National Center for Missing and Exploited Children,
and the Tennessee Bureau of Investigation. This is hard work that you all do, and
I know it carries a heavy burden. For my part, I want to thank you for your efforts
and the efforts of your organizations. This is an issue of great concern to us all.

I’d also like to thank Representative Wagner for testifying before us today. I un-
derstand that this is an issue that you have been working on for some time—and
that the SAVE Act that you wrote and which has become law is starting to be used
to combat online sex trafficking.

I also understand that in reference to the bill before us today, you are working
with Chairman Goodlatte on an Amendment in the Nature of a Substitute to your
bill and that you hope it will be marked up in Judiciary Committee. I am hopeful
that you will be able to move your amended bill out of committee and before the
full House for a vote.

I also want to acknowledge the good work done by Senators McCaskill and
Portman and the Senate’s Permanent Subcommittee on Investigations in the inves-
tigation and the report they released on Backpage.com. The report is truly fright-
ening. The report alleges that Backpage knowingly facilitated child sex trafficking.

I am deeply concerned about emails sent by Backpage moderators seeking to limit
the number of ads they were reporting to NIC-MEC on a monthly basis and efforts
by the company. In addition, according to the report Backpage repeatedly edited and
altered ads by deleting words, phrases, and images that would indicate child sex
trafficking without reporting those ads to NIC-MEC or other authorities. Again ac-
cording to this report, these edits were done for the express purpose of concealing
the illegal nature of these activities. Backpage went so far as to deploy software that
automatically deleted terms from ads before publication, words such as amber alert,
rape, young, and fresh. This filter was apparently deployed for the purpose of con-
cealing the true nature of the transactions that were occurring on the site.

The report goes on to say that by Backpage’s own internal estimates they were
editing between 70-80 percent of ads in the Adult section of their site.

Backpage would go on to start rejecting ads that contained these words, but do
so with a pop-up that would include explicit instructions for advertisers as to what
the offending word or phrase was and how to repost their ad to get around
Backpage’s filters. Backpage used similar techniques when advertisers posted ads
identifying people as under 18, simply instructing users to change the posted age
in order for the ad to be posted.

To my mind this report indicates a vast criminal enterprise. I am heartened by
reports that there are potentially multiple Federal investigations using insights
from the Senate report and an empaneled grand jury.

My hope is that justice can be done.

Mrs. BLACKBURN. The gentleman yields back.
Ms. Brooks, you are recognized. We will see if Chairman Walden
makes it, but you are recognized for your comments.

OPENING STATEMENT OF HON. SUSAN W. BROOKS, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF INDIANA

Mrs. BROOKS. Thank you, Madam Chairwoman.

And I am very, very pleased to see our colleague and a leader
in the House of Representatives, Representative Wagner, who,
since we came in together 5 years ago, has been a strong, strong
voice fighting for the victims and educating the American people
about Backpage and other avenues of sex trafficking.

I just want to take a moment to commend the State of Indiana.
I was involved as a United States attorney from 2001 to 2007, and,
during that time, the Bush administration put a huge focus on ex-
ploitation and on child exploitation. And we started an effort called
IPATH now, which is about protection against human trafficking.
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And it brings together law enforcement, victim services; it puts in
place protocols.

But I will tell you that the criminals and the perpetrators are al-
ways trying to stay one step ahead. They are always trying to find
ways to exploit children, women, and others in order to satisfy
their sexual desires. And it is very, very difficult work. Law en-
forcement work around the world to find victims and the webs that
they have created. And the perpetrators, which coordinate around
the world, are something that we must continue to pursue with
every avenue we possibly can.

And, finally, I just want to focus on the victims. The victims of
this type of sexual exploitation, sexual trafficking, can be found in
every district in our country, from urban areas to rural areas to
suburban areas. And I think people are often shocked when they
read in our papers or read about the victims. And we must make
sure that we are there for the victims.

So I just want to commend Ann Wagner and so many Members
on both sides of the aisle who have stepped up to really lead the
charge and try and say that we cannot allow this type of human
slavery in this day and age to continue and we must continue to
fight it. And I just want to thank my colleague from Missouri for
being a leader.

And I yield back.

Mrs. BLACKBURN. The gentlelady yields back.

Is there any other Member seeking recognition?

No other Member seeking recognition, at this time I want to rec-
ognize Mr. Pallone—who is not here—for his 5 minutes.

Any other Member seeking recognition?

Mr. DOYLE. Oh, Madam Chairman, I——

Mrs. BLACKBURN. Mr. Doyle.

Mr. DoYLE. Thank you. I forgot, I need to ask unanimous consent
to enter into the record a letter to yourself and myself from Pro-
fessor Alexander Levy of the University of Notre Dame Law School.

Mrs. BLACKBURN. Without objection, so ordered.

[The information appears at the conclusion of the hearing.]

Mr. DoYLE. Thank you.

Mrs. BLACKBURN. All right. At this point, our first witness for to-
day’s panel will include Mrs. Ann Wagner, representing Missouri’s
Second Congressional District, who will give opening remarks re-
garding her efforts on the issue.

Mrs. Wagner, you are recognized for 5 minutes.

STATEMENT OF HON. ANN WAGNER, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF MISSOURI

Mrs. WAGNER. I thank you, Madam Chairman and Ranking
Member Doyle and colleagues, for hosting this committee hearing
today and for allowing me to give some opening remarks.

I appreciate your commitment to addressing online trafficking
and especially appreciate that so many members of this sub-
committee have publicly cosponsored H.R. 1865. Stopping the vic-
timization of America’s children and adults online is my top pri-
ority in Congress, and I know I have an ally in Chairman Black-
burn. I also appreciate subcommittee members Adam Kinzinger
and Yvette Clarke for being original cosponsors of my bill.
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My first major piece of legislation concerning online trafficking
was the SAVE Act, which became law in 2015. The SAVE Act was
a first step in addressing Federal-level prosecutions of websites.
Unfortunately, it has not yet been used, presumably because the
mens rea standard in the legislation, knowingly, is too high. More-
over, the SAVE Act was federally focused, and it did not enable
States and local prosecutors to protect their communities.

I have learned a lot since then. And this is why, over a year and
a half ago, I began working on H.R. 1865, the Allow States and
Victims to Fight Online Sex Trafficking Act, or FOSTA. The bill is
written for victims, not only because it would allow victims to pur-
sue civil justice but because it would empower local prosecutors to
take down websites that facilitate trafficking before they ever reach
the size or the scope of Backpage.com.

The House understands that enabling vigorous criminal enforce-
ment is not just important but mandatory in any legislation we
pass. This is why over 170 of my colleagues cosponsored FOSTA
when I personally explained to them how websites can perpetuate
modern-day slavery with impunity.

Why are these websites able to sell our children? Because judges
have ruled that section 230 prevents websites that exploit the most
vulnerable members of our society from being held accountable.
Congress’ response to these rulings must be patently clear. Section
230 of the Communications Decency Act was never intended to
allow businesses to commit crimes online that they could never
commit offline. When Congress passed the Communications De-
cency Act in 1996, it explicitly acted to prevent the internet from
becoming a red light district, and it clearly did not believe that
rape was a prerequisite of a free and open internet.

What Congress cannot do is pass a bill that amends section 230
but is so narrow that it could only be used to prosecute
Backpage.com.

Let me be plain: I support the Senate’s recent action on my legis-
lative proposal. I appreciate the complicated strategic environment
that Senators Blumenthal and Portman and others are operating
in. And I believe that it is a step in the right direction. But the
Senate bill is not the full solution.

Backpage.com is currently, as Mr. Doyle stated, the largest of the
websites that facilitate trafficking in America, but it is already
under Federal investigation, and it is just a small, small piece—
small piece—of this growing criminal ecosystem. Hundreds—and
let me underscore—hundreds of advertising sites have jumped into
the marketplace of illegal sex. For instance, Eros serves as the
high-end market. Escorts In College advertises women close to and
under the age of consent. And Massage Troll is, sadly, popular in
my own district.

Thanks to Senator Portman’s investigation, a wealth of evidence
against Backpage.com has been discovered over the past year. And
while it may now be possible, though still incredibly difficult, to
prove that Backpage.com knowingly assisted in sex trafficking vio-
lations, it is not possible to gather this level of evidence for the
hundreds of other websites that are profiting from the sex trade.

I have spoken with prosecutors across the country who have
asked the House to pass a practical solution that will allow them
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to take predatory websites off the internet. And I am repeatedly
told that any legislation that depends exclusively on the “know-
ingly” mens rea standard is merely a Washington, DC, feel-good ex-
ercise. Congress might pat itself on the back but will have accom-
plished little to prevent the sale of victims online.

FOSTA is centered on the “reckless disregard” standard that
prosecutors need to open cases on bad actor websites. And we must
find a way to maintain a useful mens rea standard or, at the very
least, not raise the very high bar that victims and prosecutors must
already meet.

If we are serious about helping victims, we must create laws that
allow for a robust State and local criminal enforcement. Criminal
enforcement means businesses will stay out of the illegal sex trade,
fewer people will ever become victims, demand will be reduced,
and, yes, civil suits will be easier to bring. The criminals who auc-
tion our children will be put behind bars.

I believe, in closing, we can mark up a bipartisan House bill that
will provide meaningful tools to prevent future victimization. And
I look forward to working with you to pass a forward-facing—for-
ward-facing—solution that will disrupt the online trafficking indus-
try.

I thank you, Madam Chairman, and I thank you all on the com-
mittee and my colleagues for allowing me to give these opening re-
marks.

[The prepared statement of Mrs. Wagner follows:]
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United States House of Representatives
Committee on Energy and Commerce
Subcommittee on Communications and Technology

Hearing: Latest Developments in Combating Online Sex Trafficking
November 30, 2017

Testimony of Congresswoman Ann Wagner (R-MO)
Sponsor of H.R. 1865, Allow States and Victims to Fight Online Sex Trafficking Act

Thank you, Madame Chairman and Ranking Member Doyle, for hosting this hearing today. 1
appreciate your commitment to addressing online sex trafficking and especially appreciate that so
many members of this Subcommittee have cosponsored HLR. 1865. I am also very grateful that the
Chairman publicly supported the legislation earlier this year and has become one of my closest
allies. In addition, Subcommittee members Representatives Yvette Clarke and Adam Kinzinger

were both original cosponsors of the bill.

1 hope that this hearing will be a productive discussion on how Congress can best protect victims
and end the immunity that websites that facilitate human trafficking have enjoyed under Section
230 of the Communications Decency Act (CDA). For far too long, victims of this crime have been
overlooked and underserved, and it has been my top priority in Congress, as trafficking has moved

from the streets to the internet, to stop the victimization of America’s children and adults.

My first major piece of legislation concerning online trafficking was the Stop Advertising Victims
of Exploitation Act (the “SAVE Act™), which became law in 2015. The SAVE Act was a good first

step in addressing federal-level prosecutions,’ but it did not enable state and local prosecutors to

! Unfortunately, the SAVE Act has not vet been used by the Department of Justice, presumably because the mens rea
standard used in the legisiation—"knowingly”—is too high. T have learned a lot since then, and I am adamant that we
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protect their communities.? This is why, over a year and a half ago, T began work on H.R. 1865,
the Allow States and Victims to Fight Online Sex Trafficking Act (or “FOSTA”). I introduced the
bill in April after extensive consultations with victims, advocacy groups, civil attorneys, law

enforcement, and prosecutors.

1 believe that this bill is in many ways the gold standard in addressing online trafficking. It has
three main prongs: 1) it would allow victims of sex trafficking and sexual exploitation of children
crimes to pursue civil cases under federal and state law; 2) it would allow state and local
prosecutors to enforce state statutes that prohibit sex trafficking or sexual exploitation of children;
and 3) it would amend the federal criminal code to essentially create a new crime that makes it
unlawful for websites to publish information provided by a user with reckless disregard that the

information is in furtherance of a sex trafficking offense.?

pass a bill to address online trafficking that is of practical use in disrupting the sex trade and preventing exploitation
of victims.

? See Online Sex Trafficking and the Communications Decency Act: Hearing before the Committee on the Judiciary,
Subcommittee on Crime, Terrorism, Homeland Security, and Investigations, October 3, 2017, House of
Representatives, 115th Cong. (2017) (Testimony of Mary Leary), at page 12 (explaining that “The Internet has grown
all aspects of our modern economy including the illicit economy of sex trafficking. Often state and local prosecutors
are uniquely situated to be the first to see the emergence of new websites engaged in such illegal activity. They must
have the ability to respond quickly to these harmful sites that are preying on children and vuinerable adults in their
local communities. Federal prosecution is discretionary, Because of the limited resources of the federal government,
traditionally, federal prosecuto